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Abstract

Unlike general passwords, user authentication technology using biometric data cannot be lost or forgotten, and it has the advantage of
being impossible to forge or falsify by attackers. Since this biometric data contains sensitive information, a safe storage method is needed.
However, if biometric data is managed on a central server, it is limited by being vulnerable to integrity infringement attacks by system
attackers and persistent infringement attacks on the authentication service. To solve this problem, a model using blockchain-based information
security technology is proposed in this paper. The aim is to safely manage the user biometric data by dispersing the storage of the biometric
data feature information for user authentication in smart contracts and IPFS using Ethereum. We have verified that it takes an average of
1,472.733 ms and 217.829 ms, to register and authenticate a user in the proposed model and we expect that it will provide a reliable authen-

tication service to the users compared to the existing authentication method in which the biometric data is managed by a single server.
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I. INTRODUCTION

User authentication is a means of verifying the access au-
thority of a user in the information security field. Among
several means, user authentication technology utilizing bi-
ometric data uses data measured directly from the user such
as electroencephalography (EEG), fingerprints, iris recog-
nition, and electrocardiogram (ECG) [1-2]. Among them,
electrooculography (EOG) is brainwave data measured
near the forehead when the user blinks naturally. User au-
thentication utilizing such biometric data is very secure due
to the fact that it cannot be lost, since it uses the physical
characteristics of the user, and that an attacker cannot arbi-
trarily forge or falsify it [3-4].

Biometric data must be protected safely from being
seized by attackers since it includes health or physical in-
formation of the user [5-6]. However, there were cases
where it was seized easily by attackers because security for
managing the stored biometric data was inadequate. For ex-
ample, 27.8 million cases of biometric data were leaked
from the database of Suprema [7].

The limitation of a biometric data storage method like this
result from the characteristics of personal identification
using biometrical data. For example, Article 6 of the Standard

for Protection of Personal Information recommends hash-
ing the identification information for user authentication
before storing it so that it is not decoded [8]. However, since
biometric data is measured differently each time, similarity
between measured data must be evaluated for personal
identification using biometric data [9-10]. Therefore, bio-
metric data for user authentication is very difficult to hash.
In previous studies, an asymmetric encryption method that
encrypts biometric data with a public key and decrypts it
with a private key was used [11]. However, there is a risk
of private keys being leaked by the administrator, and stor-
ing and managing biometric data on a central server has the
limitation of being very vulnerable to attempted forging or
falsifying by attackers or Denial of Service (DoS) attacks.
To resolve these limitations, this paper proposes a model
that can store the biometric data of users safely, in a distrib-
uted manner, and authenticate users by utilizing Ethereum.
The proposed model registers the feature information for
identifying individuals in the user biometric data as NFT
for user authentication in Ethereum. The original biomet-
rical data is distributed and stored in the InterPlanetary File
System (IPFS). In order to provide an authentication service
to users, the service environment and the biometric data
storage environment are separated with a user EOG
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authentication server. As a result, attackers cannot forge or
falsify the biometric data that has been stored in a distrib-
uted manner, and the authentication server provides contin-
uous authentication services to users by utilizing biometric
data feature information from the Ethereum network.

Eye-blinking EOG data and the Ethereum blockchain are
examined in Section 2 of this paper. In Section 3, an eye-
blinking EOG user authentication model utilizing Ethereum
is proposed to resolve the limitations that were presented.
In Section 4, experiments to evaluate the efficiency of the
model, the integrity of the biometric data, and the durability
of the authentication service are designed and analyzed.
Lastly, this paper is concluded in Section 5.

II. RELATED RESEARCH

2.1. Personal Identification Technology Based on Eye-
Blinking EOG

Biometric data are physical and behavioral information
that are measured from a specific person, and various data
can be obtained depending on the measurement criteria or
position [12-13]. In particular, biometric data cannot be for-
gotten or lost since physical data is used, and they are very
secure since they cannot be forged or falsified easily by at-
tackers [1-2]. Among them, electrooculography (EOG) data,
which occurs when the eye blinks, measures the unique po-

tential value (uV) that is dependent on the size of the eyeball

or the speed at which the eye blinks, and it has the charac-
teristics that are shown in Fig. 1 [14].

When a person blinks, the position of the eyeball moves
up and down naturally. The cornea of the eye has a positive
potential and the retina has a negative potential [15]. There-
fore, the potential of EOG displays a change from a positive
potential to a negative potential. In previous studies, 10
unique pieces of information were extracted from the EOG,
as shown in Fig. 1, and used as features for personal identi-
fication [14].

For example, in Fig. 1, the duration of the positive po-
tential is HPL, and the duration of the negative potential is
defined as LPL. In addition, the maximum value of the pos-
itive potential is HP, and the minimum value of the negative
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Fig. 1. Features from EOG data.
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potential is defined as LP. When the similarity acceptance
criterion was set to =1 £V in 10 feature information, 93%
of personal identification accuracy was confirmed for 10
users [14].

EOG data does not require a separate user authentication
method from the users in healthcare fields like sleep care.
For example, brain waves are measured near the forehead
to measure the sleep stages in a personalized service that
provides sleep-inducing sound. The user may blink natu-
rally during this process, and may not pay attention to the
user authentication process that uses the EOG data [16].

Such EOG data provide a more secure authentication ser-
vice against integrity infringement attacks from attackers
by integrating record-based authentication like passwords
[17]. For example, an attacker cannot seize personal infor-
mation if EOG data authentication fails even if he/she has
acquired the password [18].

2.2. Previous User Authentication Services and their
Limitations

User authentication is the process of identifying a user to
obtain access authorization for personal information. While
information for user authentication is diverse, such as phys-
ical access keys, passwords, and biometric data, they basi-
cally have an operating structure like the one shown in Fig.
2 [19-20]. User; in Fig. 2 is a password user. User first pre-
sents the ID and the password to the user authentication sys-
tem. The authentication system hashes and stores the pass-
word. If User; requests the authentication system to verify
the ID and the password, the authentication system com-
pares whether the hashed password matches and returns the
result.

User; in Fig. 2 is a biometric data user. User; presents the
ID and the biometric data to the authentication system.
Since the authentication system must evaluate the similarity
of the biometric data, it cannot hash and store it. If User,
requests verification in the future, the similarity of the bio-
metric data is evaluated, and the authentication result is re-
turned. That is, the user authentication service can be di-
vided into registration and verification stages, and the reg-
istered information is managed by the authentication sys-
tem.

2.3 Compare of
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user password hash biometric data similarity

1.1 Request for register with
user password to system
(ID, password)

2.1 Request for register with
biometric data to system
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1.2 Request for authentication with 22 Request for authentication with
user password to system biometric data to system
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Fig. 2. Scenario for user authentication.
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Fig. 3. Threats for user authentication, (a) Spoofing by attacker,
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If an attacker forges or falsifies the biometric data stored
in the authentication system or paralyzes the authentication
system, the users cannot receive the normal authentication
service. For example, Fig. 3(a) shows a situation in which
an attacker attempts an integrity infringement attack and
forges or falsifies the biometric data feature file that is
stored in the authentication system. Since the attacker does
not directly own the user's biometric data, user authentica-
tion is not possible. However, the user biometric data fea-
ture information that is registered in the authentication sys-
tem can be falsified with the attacker’s or arbitrary bio-
metric data feature information. In this case, the user will
not be able to access the user authentication system by us-
ing the existing biometric data, and the attacker may be-
come the one who succeeds in user authentication with the
forged or falsified biometric data.

Fig. 3(b) shows a situation in which an attacker attempts
a persistent infringement attack and paralyzes the authenti-
cation system. For example, the authentication system that
has received a Denial of Service (DoS) attack cannot pro-
cess the user's authentication service request. To resolve
these limitations, it is necessary to ensure not only the con-
fidentiality of the biometric data that is stored in the authen-
tication system but also, it is an integrity, and the continuity
of the authentication service provided by the authentication
system must be maintained.

2.3. Information Security of Blockchain and the
Ethereum Network

Blockchain is a database that connects the information
in the blockchain nodes participating in the blockchain net-
work into a chain, and it is a kind of information manage-
ment technology [21-22]. Data is linked in chain form and
registered as blocks on the blockchain to ensure integrity,
and the blocks are generated according to the consensus

algorithm to verify the integrity of the blocks. For example,
in the proof of work (PoW) method that is used in the
Bitcoin network, the nonce value is added when the hash
value is calculated so that the calculated hash value is below
a certain number. The hash value is calculated with the
transaction information, the previous block hash value, and
the nonce value. Therefore, if the transaction information of
the previous block or the transaction information of the cur-
rent block is forged or falsified, the hash value and the
nonce value must be recalculated. Since this requires an
enormous amount of computation, forgery or falsification
of the blockchain is impossible.

In addition, since the blockchain is periodically synchro-
nized within the blockchain network, all blockchain nodes
provide the same service. Therefore, even if an attacker par-
alyzes a specific blockchain node with a DoS attack, the
user will be guaranteed continuity of service through an-
other blockchain node [23].

Among blockchains, Ethereum is a blockchain service
that supports the implementation of a smart contract func-
tion [24]. In order to operate a distributed application, a
smart contract links with the user's web or app to create,
read, update, and delete (CRUD) the desired information, if
the conditions are met. In the Ethereum blockchain network
in Fig. 4, the blockchain is periodically synchronized, and
the Ethereum Virtual Machine (EVM) byte code is regis-
tered and managed in the transaction of the Ethereum
blockchain. This EVM byte code is a smart contract, and it
owns the state, and changes and manages the state accord-
ing to transactions generated by the user. If a user registers
information such as his or her copyright or personal infor-
mation, it is a unique smart contract state, and it cannot be
replaced since it can be distinguished from other smart con-
tract states.

The state of such an irreplaceable smart contract can be
defined as a non-fungible token (NFT). For example, a user
can create a smart contract and register the metadata of the
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Fig. 4. Structure of Ethereum and smart contracts.
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photos or videos he or she owns as an NFT. Since smart
contracts do not provide the storage for large amounts of
data such as photos and videos, the actual data is stored in
the IPFS system in a distributed manner and the address
value for access is stored in the smart contract state. The
smart contract created like this is unique, and it cannot be
forged or falsified because it is signed with the Ethereum
public key of the owner.

Therefore, we would like to propose a method to safely
manage EOG data for user authentication in this study. To
this end, we propose a model that configures an eye blink-
ing EOG user authentication model using Ethereum, regis-
ters the EOG features NFT, and authenticates users.

In the proposed model, EOG data is used as feature in-
formation for user authentication. In addition, we would
like to propose a model that can be expanded since the
smart contract can register diverse biometric data according
to the design.

II1. EYE-BLINKING EOG USER AUTHEN-
TICATION MODEL USING ETHEREUM

3.1. Eye-Blinking EOG User Authentication Model Us-
ing Ethereum

The eye-blinking EOG user authentication model using
the smart contract of Ethereum is a model that was proposed
so that eye-blinking EOG features information can be man-
aged as an NFT for user authentication, as shown in Fig. 5.
In general, user authentication is essential when content
needs to be provided only to members. In this paper, we
propose a model that registers the EOG features NFT for
user authentication and authenticates users through it.

It is provided by separating the Ethereum blockchain
node that manages EOG data and the user EOG authentica-
tion server that provides the user authentication service, as
shown in Fig. 5. The functions of the authentication server
are largely divided into three types. They are the NFT reg-
istration process, the user authentication process, and the
NFT forgery or falsification inspection and recovery pro-
cess. First, while providing the eye-blinking EOG data to
the user authentication server, a request is made to register

it as an EOG features NFT (@). In the registration module
of the server, the EOG data is safely stored as a file in IPFS
(®@). This is to securely protect the user's EOG data from

attackers. Finally, an EOG features NFT is generated by ex-
tracting the EOG feature information, and is registered in a

smart contract (®).

In order to be provided with contents, the user makes a
request to the content provider for membership registration

(@). The content provider makes a request for user authenti-
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Fig. 5. Structure of user authentication model for EOG data using
Ethereum.

cation to the user authentication server in order to provide
contents only to the member (®). The authentication mod-
ule of the server receives the returned EOG features NFT
that was registered by the user (®). This is to compare it

with the EOG data that was presented to the content pro-
vider by the user to receive the contents. If the comparison
result matches, the content provider authenticates the user

as a member (D).

When user authentication fails, as in Fig. 5 @), it can be

seen as one of two situations. The first is the case where a
non-member user has made a request for user authentica-
tion. The second is the case where the EOG features NFT
has been forged or falsified by an attacker. In the second
situation, the user who owns the EOG features NFT cannot
access the user authentication service. Therefore, the forged
or falsified EOG features NFT must be recovered. The us-
er's EOG data is needed to recover the forged or falsified
EOG features NFT, and this can be done by using the EOG

file of IPFS that was stored in Fig. 5 @.
The forgery and falsification recovery module receives
the returned EOG file of IPFS (®). If the EOG feature in-

formation is extracted from the EOG file, the extracted fea-
ture information will be identical to the EOG features NFT
before it was forged or falsified. Therefore, the forged or

falsified EOG features NFT is recovered ().

In Fig. 5, it can be seen that personal information for user
authentication is not stored in the authentication server.
However, the personal information is distributed and stored
in the Ethereum blockchain network and IPFS. Therefore,
the user's personal information cannot be acquired even if
the attacker attacks the authentication server. In addition,
even if an attacker attempts a DoS attack, other authentica-
tion servers provide the user authentication service to the
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users and content providers by using the EOG features NFT
that has been stored in a distributed manner.

During this process, if the EOG data file is seized by the
system attacker, the attacker can carry out the registration
and authentication with the user's EOG data. Therefore, the
user presents a private key together with the EOG data to
encrypt the EOG features NFT, and the authentication
server registers the encrypted EOG data and the EOG fea-
tures NFT.

3.2. EOG Features NFT Registration Module

In order for a user to be provided with the user authenti-
cation service, the user must first register the EOG features
NFT in a smart contract. This is as shown in Fig. 6. The user
makes a request for registration to the authentication server
after measuring the EOG data. The measured EOG data is
the potential data that was measured when the user blinked,
as shown in Fig. 1, and it is an array of real numbers. In the
authentication server, the EOG data is distributed and stored
in IPFS to securely protect it. The result stored in IPFS is
the address with which the EOG file can be accessed from
IPFS. This address is identical to the hash value of the
stored EOG data. If an attacker attempts to forge or falsify
an EOG file stored in IPFS, the hash value and address
value will not match, making it impossible to change the
EOG file. The authentication server extracts the 10 feature
information that were defined in Fig. 1 from the EOG data
to generate the EOG features NFT. In addition, the storage
address of the EOG file is recorded together in the NFT so
that it can be used in the future to confirm that the EOG
feature information and the EOG file that is stored in IPFS
match.

The user authentication smart contract, which registered
the EOG features NFT, is electronically signed with the
Ethereum public key that was presented by the user for reg-
istration. Therefore, the owner of the EOG features NFT is
the user who provided the Ethereum public key. When a
smart contract is registered in the Ethereum blockchain, it

User EOG data
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‘ User ‘ smart contracts

‘ IPFS
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imeasurement
Request for register with
EOG features NFT Register the EOG data
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£0G data fie
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1 Return for EOG data file
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EOG features NFT

generation
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EOG features NFT

(EOG features NFT, D EOG features
Ethereum public key) NET
Return for : Return for

EOG features NFT Register the
i 'ea'm:erses’\ﬂs istration results EOG features NFT

P
;T§mart contracts address) | E(Sman contracts address),

Fig. 6. Process of EOG features NFT registration.

returns the address of the smart contract. The user can ver-
ify the EOG features NFT that he or she had registered by
presenting a smart contract address to the Ethereum block-
chain.

3.3. User Authentication Module

In order to provide contents only to members, the content
provider must register the users as members. During this
process, it is necessary to confirm whether the user is some-
one who can be trusted by verifying the EOG data that was
presented by the user. The EOG data can be verified by con-
firming that the feature information of EOG data that was
presented by the user and the feature information that is
stored in the EOG features NFT are similar. To this end, the
authentication server provides a service for authenticating
a user by receiving the EOG data and the smart contract
address. This is as shown in Fig. 7.

First, in order to be provided with contents, the user
makes a request to the content provider for membership
registration by presenting the EOG data and the smart con-
tract. The content provider makes a request for verification
of the EOG data to the authentication server. Since user au-
thentication evaluates similarity, an evaluation criterion is
needed. Since the EOG features NFT is registered in the
smart contract address, it receives the returned EOG feature
information for the similarity evaluation.

The authentication server extracts the feature infor-
mation from the EOG data that was presented by the user
to evaluate the similarity with the EOG feature information
and returns True if it is judged to be the same user, and False
if it does not match. As the result, the content provider re-
ceives the returned user authentication result through the
EOG data and the smart contract address and stores the
smart contract address for the case where the user can be
trusted.

Like this, the content provider stores and manages only
the smart contract address and does not directly manage the

User EOG data
authentication server

User authentication
smart contracts
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Fig. 7. Process of user authentication.
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user's EOG data. User authentication is performed through
the authentication service of the authentication server. In
addition, while the authentication service is provided from
the authentication server, the actual EOG data and EOG
feature information are distributed and stored in the
Ethereum blockchain and IPFS. As a result, an attacker can-
not acquire the biometric information even if he or she
seizes information from the content provider or the authen-
tication server.

3.4. EOG Features NFT Forgery and Falsification Re-
covery Module

If user authentication fails as in Fig. 7, it will be due to
two major causes. The first is the case where a user who
does not possess an EOG features NFT requests member-
ship registration. In this case, authentication is refused be-
cause the user's EOG and NFT do not match. The second is
the case where the NFT is forged or falsified. For such a
case, authentication may be refused even if the user presents
a normal EOG, because the NFT does not match. If user
authentication is refused when a normal user requests au-
thentication, the NFT has been forged or falsified.

In order to receive normal authentication services, the
user must inspect and recover the EOG features NFT that
has been forged or falsified. For example, a user who has
failed the authentication in Fig. 7 makes a request for re-
covery from forgery or falsification, as shown in Fig. 8. In
order to recover the EOG features NFT that has been forged
or falsified, the user's EOG data is needed. Since the user's
EOG data was distributed and stored in IPFS during the
EOG features NFT registration process in Fig. 6, it can be
used for NFT recovery. The authentication server receives
the returned EOG features NFT from the smart contract ad-
dress for which recovery from forgery or falsification was
requested. The EOG feature information of the user and the
address where the EOG file is stored are registered in the
EOG features NFT. Among them, the storage address of the
EOG file is the hash value of the EOG file that is stored in
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Fig. 8. Process of EOG features NFT forgery detection.
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IPFS, and it is the address value to access the EOG file.

The EOG feature information that was extracted from the
EOG file must match the EOG features NFT. This is be-
cause the EOG data that was stored in the EOG file is the
EOG data that was used to extract the features when the
NFT was registered. Therefore, a comparison is made to
verify whether the two features match exactly, and if they
do not match, it is an EOG features NFT that has been
forged or falsified. For the recovery of the forged or falsi-
fied EOG features NFT, the EOG features NFT is modified
with the feature information that was extracted from the
EOG file, and then the smart contract is registered. As a re-
sult, the authentication server inspects whether the EOG
features NFT has been forged or falsified, and it can recover
the NFT that has been forged or falsified.

IV. EXPERIMENT AND ASSESSMENT

4.1. Experimental Environment and Overview

An experimental environment was configured and exper-
iments were carried out to confirm whether the proposed
eye-blinking EOG user authentication model is securely
protected from integrity infringement attacks and persistent
infringement attacks by attackers. The experimental envi-
ronment was configured as shown in Fig. 9. Fig. 9(a) shows
the PC environment in which the Ethereum blockchain
node operates. Windows 10 was used as the operating sys-
tem. For the CPU, an Intel(R) Core(TM) i7-10700 with 16
GB of RAM was used. The Ethereum blockchain network
was implemented with Ganache-cli v6.12.2 and the smart
contracts that will be distributed in the Ethereum network
were developed with Truffle v5.5.28. IPFS was configured
by using Go-ipfs v0.4.21.

The user EOG authentication servers are shown in Fig.
9(b). Two were configured (Authentication Server,, Au-
thentication Server,) for the durability assessment of the au-
thentication service. For the authentication server, a Rasp-
berry Pi 4 model B was used, and the Raspberry Pi OS-

PUESE

Fig. 9. Experimental environment, (a) Ethereum blockchain
node, (b) User EOG data authentication servers, and (c) Log files
on notebook.
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based kernel version 5.10.63 was used for the operating sys-
tem. The service was implemented from the Node.js
v16.15.3 LTS with the Express.js v4.17.3 module. In addi-
tion, Web3.js v1.8.0 was used to make requests to the
Ethereum network and IPFS.

Lastly, the user requesting the user authentication service

and the content provider were implemented as shown in Fig.

9 (¢). They were configured with a laptop PC, and Windows
11 was used for the operating system. For the CPU, an In-
tel(R) Core(TM) 15-8250U with 16GB of RAM was used.
To implement the user and the content provider, EOG fea-
tures NFT registration, user authentication, and forgery or
falsification inspection and recovery requests were imple-
mented from the Node.js v16.13.1 LTS with the Express.js
v4.17.3 module.

For the experimental data, the EOG data of two persons
(Userl, User2) that had been measured with an OpenBCI
Ganglion board in a previous eye-blinking EOG-based in-
dividual identification study was used [14]. The EOG data
contains the data of a user who had blinked their eye natu-
rally for 30 seconds, and it consists of about 6,000 real num-
ber EOG potential values that were measured at 200 Hz.
This EOG data consists of a total of 100 eye-blinking EOG
data, including 50 sample data for each user.

4.2. User Authentication Model Efficiency Assessment
Experiment

The time required to register the EOG features NFT and
the time required for user authentication were measured to
assess the efficiency of the user authentication model. The
time required for NFT registration is the time required for
the user who had requested NFT registration in Fig. 6 to
receive the returned smart contract address in which the
EOG features NFT had been registered. An average of
1,472.733 ms, a maximum of 2,091 ms, and a minimum of
1,181 ms were confirmed, as shown in Fig. 10.

At this time, the number of registered EOG features
NFTs is equal to the number of users who are registered in

— EOG features NFT registration
User authentication

Time (ms)

3 lLlO A‘J."vil CC'-J 3}‘0 “C-'JC
Count
Fig. 10. Assessment of user authentication model efficiency.

Table 1. User authentication result for the EOG features NFT of
User.

User: User:
True 500 0
False 0 500

the authentication service. Even if the number of registered
users increases, the time required to register the EOG fea-
tures NFT tends to be constant, as shown in Fig. 10. In other
words, we found out that the time required to register an
EOG features NFT remained the same, even if the number
of users using the authentication service increased.

The time required for user authentication is the time re-
quired for the content provider in Fig. 7 to present the EOG
data and the smart contract address to the authentication
server and receive the returned similarity evaluation result.
An average of 217.829 ms, a maximum of 640 ms, and a
minimum of 122 ms were confirmed, as shown in Fig. 10.
Regarding the time required for user authentication, it was
confirmed to be significantly shorter than the time required
to register an NFT. A short amount of time seems to be re-
quired because IPFS and smart contracts do not generate
new transactions when there is a user authentication request.

In addition, NFT registration is performed only once in
the actual service environment, and the rest are all user au-
thentication services. User authentication does not access
the IPFS, it simply uses the NFT that has been registered
with the smart contract. Therefore, we confirmed that effi-
ciency is excellent for the proposed model.

In order to verify whether the model that was proposed
additionally provides user authentication services accu-
rately, authentication was requested 500 times for User; and
500 times for User; to the EOG features NFT of User;. It
can be seen from Table 1 that, authentication for User; was
successful all 500 times while authentication for User,
failed all 500 times. Therefore, we confirmed that the pro-
posed user authentication service returned reliable results.

4.3. User Authentication Model Integrity Assessment
Experiment

The time required for the recovery of a forged or falsified
EOG features NFT was measured to assess the integrity of
the user authentication model. The time required for recov-
ery is the time required for the user, who has determined
that the NFT has been forged or falsified, to make a recov-
ery request and receive the returned result, as shown in Fig.
8. At this time, two situations are possible. The case where
recovery is requested for an NFT that has been forged or
falsified, and the case where recovery is requested for an
NFT that has not been forged or falsified.

When recovery was requested for an NFT that was not
forged or falsified, an average of 336.147 ms, a maximum
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Table 2. Forgery or falsification inspection result according to
whether or not forgery or falsification has occurred.

Forged NFT NFT
Forged NFT 1,000 0
NFT 0 1,000

of 610 ms, and a minimum of 230 ms were confirmed, as
shown in Fig. 11. In contrast, when recovery was requested
for an NFT that was forged or falsified, an average of
1,622.742 ms, a maximum of 2,030 ms, and a minimum of
1,336 ms were confirmed. NFT recovery is not carried out
for an NFT that has not been forged or falsified. Therefore,
it was assumed that the time required was short because the
EOG features NFT that was registered in the smart contract
was not recovered.

The proposed model recovers only the EOG features
NFT that has been forged or falsified. Therefore, the accu-
racy of determining that the forged or falsified NFT has
been forged or falsified is very important. According to Ta-
ble 2, all 1,000 forged or falsified NFT were determined to
be forged or falsified while all 1,000 NFT that have not
been forged or falsified were determined not to have been
forged or falsified.

As a result, we confirmed that the proposed model can

— Forged EOG features NFT
EOG features NFT

2000

1750

1500

1250

1000

Time (ms)

’3 Z\;O »’JSD GC‘O &I"J ‘\C-':'C
Count
Fig. 11. Assessment of user authentication model integrity.

— Do not DoS attack
DoS attack

1200

1000

800

Time (ms)

200

0 200 400 &0 a0 1000
Count
Fig. 12. Assessment of user authentication model durability.
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Table 3. User authentication service durability assessment result.

User! User:
User 500 0
User2 0 500

inspect forged or falsified NFT and recover from the for-
gery or falsification.

4.4. User Authentication Model Durability Assessment
Experiment

The time required to receive the returned user authenti-
cation result from Authentication Server,, after requesting
user authentication from the paralyzed Authentication Serv-
er, and not being provided with the service, was measured
to assess the durability of the user authentication model. For
comparison, the time required for user authentication in Fig.
10 was compared together in Fig. 12. As a result, when the
user first requested user authentication from Authentication
Server, that had received a DoS attack, an average of
359.716 ms, a maximum of 1,170 ms, and a minimum of
217 ms were confirmed. This is a slightly increased result
compared to the 217.829 ms that was required to receive
the returned authentication result from Authentication Serv-
erp, that had not received a DoS attack.

In addition, in order to check whether other authentica-
tion servers (Authentication Server, and Authentication
Servery,) provide the same user authentication service, EOG
features NFT was registered in Authentication Server, and
user authentication was requested from Authentication
Servers,.

As a result, when the NFT of User; was registered 500
times in Authentication Server,, they were authenticated as
User; all 500 times from Authentication Server,. In addition,
when the NFT of User, was registered 500 times in Authen-
tication Server,, they were authenticated as User, all 500
times from Authentication Servers,.

Therefore, we confirmed that even if one authentication
server cannot provide service due to a DoS attack, the same
authentication service can be provided by another authenti-
cation server in the proposed model.

As a result, it was confirmed through the experiments
that the proposed authentication model can provide authen-
tication services to users and content providers with
1,472.733 ms to register an EOG features NFT and 217.829
ms to authenticate a user. In addition, it was shown that the
proposed user authentication model can securely protect the
EOG data from integrity infringement attacks and persistent
infringement attacks by attackers by confirming that it takes
1,622.742 ms to inspect and recover a forged or falsified
EOG features NFT and 359.716 ms to receive the same au-
thentication service from another authentication server.
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V. CONCLUSION

The existing user authentication models provide user au-
thentication services by managing the biometric data of the
users on a single central server. However, such a storage
method cannot be securely protected from mistakes made
by managers and attacks by attackers. In addition, there is a
limitation that the users cannot be provided with an authen-
tication service if attackers attempt to forge or falsify the
EOG data or carry out DoS attacks on the central server.

Therefore, a user authentication model that registers
EOG data as an NFT to authenticate users by utilizing
Ethereum blockchain technology was proposed in this
study. The proposed model operates smart contracts and
IPFS on one of the Ethereum blockchain nodes, and man-
ages the EOG data and the EOG features NFT. In addition,
an authentication service was provided to the users by re-
ceiving the returned EOG features NFT that had been dis-
tributed by installing an authentication server for the user
EOG.

Since biometric data is used as a password in existing
user authentication services, there is a risk that biometric
data may be seized easily by an attacker. However, the
smart contract address that can access biometric data is used
as a password in the proposed authentication model, and the
biometric data is used as a kind of one-time authentication
key to verify the smart contract address. Therefore, it is not
necessary to manage biometric data directly, and there is no
risk of being seized by an attacker.

In order to check whether the proposed authentication
model resolves the limitations of the existing authentication
models, an integrity assessment experiment, in which the
EOG features NFT is forged or falsified and then recovered,
and a durability assessment experiment, which verifies
whether an equivalent authentication service is provided
when one of the authentication servers have become para-
lyzed due to DoS attacks, were conducted. For the integrity
assessment experiment, it took an average of 1,622.742 ms
to recover a forged or falsified NFT. For the durability as-
sessment experiment for the authentication service, it was
possible to receive an authentication service in 359.716 ms.
There is ample room to improve the time required like this
by improving the communication method between the bio-
metric data measurement device and the authentication
server [25-26]. Therefore, if the proposed authentication
model is used, it will be possible to provide users with a
user authentication service based on biometric data that is
more stable to the users by improving the limitations of the
user authentication service that is provided from a single
central server.

If user authentication model that was additionally pro-
posed is utilized, it is expected that it will be possible to

protect the user EOG data safely when providing personal-
ized services in healthcare fields like sleep care. In addition,
it will be possible to provide safe authentication services by
expanding to biometric data like fingerprints, iris, and voice
that can be used for user authentication.

However, SPOF (Single Point of Failure) that can occur
in an IPFS system was not considered in the proposed
model. Since all participating nodes own DHT (Distributed
Hash tables) and communicate based on the Kademlia pro-
tocol in an IPFS, the risk of an SPOF attack is low. However,
there is sufficient possibility that a SPOF can occur in an
actual environment due to the limitation that addresses of
all participating nodes are not owned.

In addition, there is the need to cope with the cost of
maintaining an IPFS system. As one of the ways to solve
this problem, content providers that provide authentication
services can manage the DHT for a secure IPFS. In addition,
it will be possible for content providers to pay the cost for
maintaining the IPFS system rather than the cost of manag-
ing the biometric data directly.
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